
IDENTITY MANAGER  
INTEGRATION WITH CISCO WLC"
SECTION B!



2 

 
WHAT YOU WILL LEARN"
> Configure an SSID for Web Authentication!
>  Add IDM as the RADIUS Server!
>  Set IDM as the external web portal!
> Configure IDM for Cisco Wireless LAN Controllers!
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LOGIN TO THE WEB CONSOLE"
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ADD IDM AS A RADIUS AUTH SERVER"

1.  Specify the IDMs  
IP address!

2.  Specify a shared  
secret (same as  
used on IDM)!
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ADD IDM AS A RADIUS ACCT SERVER"

1.  Specify the IDMs  
IP address!

2.  Specify a shared  
secret (same as  
used on IDM)!
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CREATE A PRE-AUTHENTICATION ACL"

1.  Give it a name!

2.  Select IPv4!
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ADD A DESTINATION RULE"

1.  Give it a name!

2.  Select IPv4!

1.  Sequence 1!

2.  Destination set to IDM!

3.  Protocol TCP!

4.  Destination Port HTTPS!

5.  Action Permit!
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ADD A SOURCE RULE"

1.  Sequence 2!

2.  Source set to IDM!

3.  Protocol TCP!

4.  Source Port HTTPS!

5.  Action Permit!



9 

 
ADD A NEW SSID"

1.  Set type to WLAN (for wireless)!

2.  Give the profile a name!

3.  Set the SSID!
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SET LAYER 2 TO BE AN OPEN NETWORK"

1.  Set to None!
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SET LAYER 3 TO USE IDM"

1.  Set to None!

2.  Set to Web Policy!

3.  Specify pre-auth acl!

6.  Set External Web Auth!

7.  Set URL as per next slide!

5.  Over-ride Global Config!
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IDM URLs"
>  The URLs that the controller needs to redirect the user to 

are on IDM.!
>  The initial redirection should go to  

https://[IDM-Name-or-IP]/portal/[Controller-IP]!
•  The IDM-Name-or-IP should match the SSL certificate common 

name on IDM!
•  The Controller-IP is the IP address of the controller!
• Don’t enter the [] brackets!
!
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SET AAA SERVERS"

1.  Set to IDM!

2.  Set to IDM!
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SET AAA SERVERS"

1.  Set to AAA Override!
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SET WLAN TO ENABLED"

1.  Set status to Enabled!
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ADD THE CONTROLLER TO IDM"

1.  Enter a name (used for description only)!

3.  Enter the same 
shared secret 
used on the 
controller 
RADIUS setup!

2.  Enter the IP address 
of the controller!

4.  Specify Cisco 
WLC for the 
Type!



17 

Thank you"


